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Very Large Verdicts
by James F. Carland, III, MD
MICA Chairman & CEO
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In April 2019, a
jury handed down
a $24.5 million
verdict against a
team of Florida
physicians in a
case involving the
death of a woman
a few hours after a
C-Section.1 The
defense, stipulating
on negligence and
causation, went to
trial to limit the
ultimate damage award. The
plaintiff had demanded $41
million. The plaintiff’s case
focused on the family’s pain and
suffering as well as on the
broader “safety issue” of the
“very serious maternal mortality
problem in this country.”
A few days earlier, a New York
jury awarded $110.6 million
against St. Barnabas Hospital
and four physicians for failure to
transfer a patient to another
facility with more advanced care
(ECMO) to treat cerebral edema
linked to CO2 retention, resulting
in severe speech and motor
deficits.2
A few days before that, an
Iowa jury awarded $12.25 million
to a 67-year-old man who
underwent a prostatectomy
based on another patient’s
prostate biopsy (wrong patient
surgery).3 The surgery left him
incontinent and impotent. The
trial was to determine damages
with the specialty clinic and
pathologist admitting fault. The
plaintiff’s testimony was highly
emotional and focused on his
impotence and diminished
stature “as a husband.” The

overwhelming majority of the
award was for non-economic
damages.
And two weeks before that, a
Chicago, Illinois jury awarded
$23.6 million to a four-year-old
girl and her family for “loss of a
normal life, pain and suffering,
and future medical expenses”
resulting from an alleged
“unreasonable” delay in
performing a C-Section following
maternal abdominal trauma,
resulting from a kick to the
mother’s abdomen.4 The child

In 2018 there were
17 verdicts in excess
of $25 million, up
from 13 the year
before and up from 8
the year before that.
was shown to have “profound
brain injury” secondary to hypoxic
ischemic encephalopathy (HIE).
Potentially, all four cases may
be appealed, the awards may be
negotiated lower, given the
available limits or with judicial
appeal, or the defendants may
be granted a remittitur5 by the
court. But, consider: these four
very substantial awards occurred
in four different jurisdictions in
just 30 days. And one of those
jurisdictions, Iowa, has long been
considered conservative in its
jury awards.
As suggested by these four
cases, the number of large
verdicts is increasing. In 2018
there were 17 verdicts in excess

of $25 million, up from 13 the
year before and up from 8 the
year before that.6 In the last five
years, 49 jury verdicts exceeded
$25 million, up from 36 in the
prior five years. Reinsurers,
entities that support insurance
companies by assuming losses
above a certain threshold, are
reacting to these increasing
losses by raising the rates they
charge and/or limiting the
insurers they will reinsure.7
While these substantial losses
impact the reinsurer, they have
little immediate direct effect on
the insurer that purchases the
higher limits until it comes time
to renew the reinsurance
contract. Although the higher loss
costs are currently being passed
on to the reinsurers or being
absorbed by the well capitalized
insurer, such courses of action
will not last for two primary
reasons: the frequency of claims
will increase as the plaintiff bar
recognizes the potential for large
liability payments, and the
insurer will eventually pass on
the cost (losses or reinsurance
premium) to its insureds. So far,
reinsurers generally are
absorbing the losses without rate
increases. According to AM Best,
reinsurers “tried to maintain
discipline, with a few walking
away from poorly priced
business, while others,
particularly larger players,
continued to focus on market
share, willing to write
inadequately priced risks.”8
What is happening? Is the
period of moderating severity and
reduced frequency coming to an
end?
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There is no single answer, but
the following have been offered
as partial answers:
• Headline impact of the
publicity given to large and very
large medical malpractice
verdicts begets higher settlement
demands, higher trial demands,
and more claims.
• The costs of settling claims is
rising. Medical inflation has long
outpaced the CPI, and treatments
are available today that were
not even dreamt of in 1976.
• The capabilities of medical,
surgical and pharmaceutical
care have increased the ability
to prolong, enhance and save
lives, but the delay or failure to
timely apply those abilities is
often alleged to be malpractice.
• The defendant is changing.
Generally, sympathetic physician
defendants are replaced by
hospitals, care centers, medical
practices with at-risk care
contracts and large corporate
entities that can be portrayed
as adversely affecting the
physician’s judgment and that
are more easily portrayed as
embracing motives, policies and
procedures that are financially
motivated.
• Less personalized, more
regimented “institutional” care
weakens the physician-patient
relationship on both sides.
• Growing juror concern with
compensating injured people
versus determining liability or
causation.
• The “new” defendant very
often has higher limits to
attack, and often a mindset
focused on the impact to the

enterprise and not the selfimage and reputation of the
physician.
• Changes in the plaintiff bar:
o The “reptile”-based strategy
that makes the defendant
physician the symbol of
unsafe care and encourages a
jury to “send a message” to
the world at-large by awarding
a very large verdict.
o Third party liability funding
to cover the costs to prosecute
a suit.
o Greater communication
between plaintiffs’ attorneys,
including the “association” of
a nationally recognized expert
attorney to prosecute a highvalue suit.
o The continuing trend to
replace “standard-of-care”
with “adherence to guidelines”
as the measure of care quality
(aggravated by the tendency of
new physicians to think of
guidelines as defining the
standard-of-care).
o In complex litigation,
increasing efforts to bring in

as many defendants as
possible. Think: Opioid litigation.
Regardless of the reason(s),
claim severity (the average cost
to close a claim with an
indemnity payment) is increasing,
and the average severity for
claims greater than $1 million,
$10 million and $25 million is
climbing faster than for claims
settled for $1 million and less.
So are the costs to defend a
claim. But, for MICA, the
frequency of claims remains below
the historical average – for now.
Is this a prediction? No, it is
not. Instead, it is a recognition of
drivers of change that must be
identified, dealt with and, where
possible, ameliorated. That is
what we do. That is what MICA
will continue to do. ’
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Vargas-Chavez, et al. v. Gonzalez-Garcia, et al.
Redish v. St. Barnabas Hospital, et al.
Huitt v. Iowa Clinic, et al.
Whiten v. Amita Health Saint Joseph Hospital Chicago
A procedure under which a court may order the reduction of
an excessive verdict. Merriam Webster
Source: Transatlantic Reinsurance Co.
Reinsurers such as TransRe have reduced MPL reinsurance
premium by 50% since 2008, and Sirius International is
avoiding hospitals as it concentrates on physicians.
Best’s Market Segment Report: Reinsurance: Will Investor
Losses Lead to a Rising Tide for Pricing? February 7, 2019.

Clinical Application Passwords – Making Them Up,
Making Them Easy to Remember, Making Them Difficult
to Hack, and Making Them Just for You
4]

by MICA Risk
A survey of
Management Staff medical staff
(n=299) carried
out in Israel and the US
regarding confidentiality of
protected health information
(PHI) and the electronic medical
record (EMR), found that 73.6%
(n=220) of medical staff had
obtained and used the password
of another medical staff member
to access an EMR; 57.2% estimated
they had done this just under five
times. All residents taking part in
the survey (n=45) admitted using
another medical staff member’s
password (Hassidim et al., 2017).
In the US, patient information is
protected by both the Health
Insurance Portability and
Accountability Act (HIPAA) (1996)
and the Health Information
Technology for Economic and
Clinical Health Act (HITECH)
(2009); Title 2 of the former set
the legal stage for the formation of
national standards for health care
transactions and the security of
these. In 2000 (revised 2002), the
Privacy Rule was published under
HIPAA setting national standards
for protection of individually
identifiable health information by
covered entities (health plans,
health care clearinghouses, and
health care providers who conduct
standard health care transactions
electronically). The Security Rule
was published in 2003 under
HIPAA, again setting national
standards for protecting the
confidentiality, integrity, and
availability of electronic protected
health information (US
Department of Health and
Human Services, 2017). The
HITECH Act (2009) was enacted

as part of the American Recovery
and Reinvestment Act of 2009
and gives added provisions that
enforce electronic health care
information security.
In 2000, the Office of Civil
Rights (OCR) became the agency
within the Department of Health
and Human Services charged
with administrating and enforcing
the HIPAA Privacy Rule; it also
took on the same role regarding
the HIPAA Security Rule in 2009.
The OCR levies different levels
of civil penalties depending on the
severity of the breach ranging from
$100 minimum penalty (a single
minor error) to up to $1.5 million
(for willful neglect of PHI with no
attempt to correct). Nearly $78
million has been collected from
civil penalties imposed in 55
cases of PHI breach. Criminal
penalties can also be enforced for
cases (where there was a knowing
breach of PHI) by the Department
of Justice with a minimum penalty
of $50,000 and one year in jail to
$250,000 and 10 years in prison
for commercial use of PHI. OCR is
also able to help covered entities
with their HIPAA issues.
Passwords and Unauthorized
Access
Terminated employees and
physicians with revoked
privileges may, using the
passwords of others, continue to
access medical office or hospital
records remotely through the
electronic medical record (EMR),
Picture Archiving and Communication
System (PACS), or other portals.
Not only is the access of PHI by
ex-employees/staff problematic
and a felony, but it opens the

issue of unauthorized access by
others and its consequences.
The HIPAA Privacy Rule requires
that a person access only the
portion of a medical record that
is ‘minimally necessary’ to fulfill
their role or function such as a
billing clerk only needing access
to the billing section of an EMR
(US Department of Health &
Human Services, 2013). A person
with access to another’s
password, may be able to access
areas of the medical record that
they are not authorized to view
(e.g. a billing clerk using a
physician’s password) – that is a
violation of HIPAA. They may be
able to order, alter or change
medications thus jeopardizing
patient safety – tracking the
physician or health care
professional who illicitly ordered
the medication would be
extremely difficult as access to
the EMR would only be logged
with the genuine password
holder’s credentials.
As mentioned above, federal
fines for unauthorized access
and breach of PHI can be large.
In 2008, OCR received two
complaints against the University
of California at Los Angeles
Health System (UCLAHS). Staff
there had accessed and
disclosed (once for commercial
gain) the medical records of
several celebrities (Britney
Spears, Maria Shriver – the wife
of then Governor Schwarzenegger,
and Farrah Fawcett). Later, after
his death, Michael Jackson’s PHI
was also breached by a staff
member. The hospital system
was charged with failing to
provide HIPAA Privacy and
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Security Rule education to staff
and was subsequently fined
$865,000 in resolution of its
failures. Although passwords
were not shared by UCLAHS
staff, unauthorized access and
viewing occurred.
Password Security
The Administrative safeguards
section (45 CFR 164.308(a)(5))
of the HIPAA Security Rule states
that all covered entities must have
procedures in place for creating,
changing and safeguarding user
passwords. The user must also
have responsibility for the same
procedures.
Historical advice for password
security has been to use complex,
difficult to guess passwords that
contain more than 8 characters –
upper and lower cases, numbers
and symbols, changing them
frequently – every three to six
months. However, these
suggestions are now felt by
experts to be outdated and not the
best practice. Passwords that
appear to be strong (and therefore
safe) due to their complexity can
be nearly impossible for a human
to crack, but easily decipherable
for a computer. Competent hackers
and cybercriminals using a
computer and software can access
and decipher a user-generated
password within minutes.
People are often predictable
when it comes to creating a
password especially using
mungeing - the art of changing a
word that is easy to remember
until it becomes an apparent (to

the user) strong password.
Letters are substituted with
numbers and/or characters. This
is how most people make up
passwords. Munge stands for
Modify Until Not Guessed Easily.
However, mungeing doesn’t work
in the world of hackers and can
be guessed easily. The example
given by TH3 S3CR3T AG3NT
(2017) is that an office worker is
told to create a new password –
they’ve just been to New York, so
they use newyork. They are then
told to use uppercase letters,
include numbers, and a special
character. Their password ends
up as N3wY0rk! This proves no
problem to the competent hacker.
Two long-term rules still apply.
The same password should not
be used for different accounts,
and passwords should never be
shared.
A survey of 1000 Americans
by SecureAuth Corp (2017) found
that 81% used the same
password for more than one
account and 92% of millennials
stated they carried out the same
practice. In the same survey,
36% stated they use the same
password for a quarter or more
of their accounts online. It is
often difficult to remember
passwords relating to different
online accounts, but cybercriminals
can and will obtain a password and
use it with technical applications to
dig deeper into the user’s other
accounts to mine personal and
financial information.
In 2017, the National Institute
of Standards and Technology

(NIST), changed guidelines for
password complexity and
stopped recommending frequent
or periodic password changes.
As mentioned above, users have
been advised for many years to
change their passwords
frequently – this can often lead
to weakened passwords as users
are predictable and use similar
passwords to the ones they are
being asked to change. NIST
suggests that
• Passwords should only be
changed when there has been
a security breach or by user
choice.
• Password complexity requirement
is eliminated. Garcia (2017) in
his NIST blog provides steps
to building a better password
including using passphrases
built on unique word association
instead of passwords – these
are easier to remember but
difficult to hack. ’
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Microsoft Annual Security Report:
Phishing Attacks Jump 250%

Thank You for
Your Vote
A special Thank You to all of those
who participated in MICA’s annual
proxy voting election last quarter.
We strive to make the voting
process as simple as possible and
provide multiple methods to submit
your vote, including returning by
mail, faxing or voting online. This
year we sent personalized direct
voting links via email, allowing
policyholders to click and cast their
vote online in just seconds. As a
result, 45% of votes were cast online.
That’s a 20% increase over 2017.
We received feedback from
several MICA members regarding
the proxy vote, its importance,
and the role of the Board of
Trustees. And we want to address
some of those questions here:
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by Cole Lunz,
ePlace Solutions

In 2018,
Microsoft’s
Security team
analyzed more than 6.5 trillion
security signals a day to identify
security trends that expose
organizations to significant cyber
risks. Here’s what they found!

abandon high-maintenance
ransomware attacks for more loweffort crypto-jacking campaigns –
an attack where malware is
unknowingly installed on a user’s
machine which steals processing
power to generate cryptocurrencies
for the attacker.

Phishing is Way Up!
After scanning more than 470
billion email messages sent and
received in its Office 365 platform,
Microsoft found that the number
of phishing emails grew an
alarming 250 percent. Making
matters worse, techniques used
by scammers are becoming more
proficient and harder to detect
because scammers are beginning
to diversify the phishing attack
techniques.

Software Supply Chain Attacks
Increased
A supply chain attack occurs when
the attacker compromises the
development or update process of
a legitimate software publisher.
The malicious code is then
delivered to the user hidden in the
legitimate software. 2018 saw
many supply chain attacks including
the Dofoil trojan, a poisoned
Chrome browser extension, and a
malicious WordPress plug-in. To
prevent a supply chain attack, help
is needed from almost everyone in
the supply chain including the
software developers who write the
code all the way down to the
system administrators who install
the code for the end user. ’

Diverse Attack Methods
According to the report, techniques
used by attackers include domain
spoofing & impersonation, user
impersonation, text lures,
credential phishing links, phishing
attachments, and links to fake
cloud storage locations. These
sophisticated techniques make
phishing emails appear legitimate,
while presenting malicious files
and links for a user to access.
Any Good News? Yes!
Ransomware is Down
The report suggests that
ransomware infections peaked in
2017 because recent data shows
that ransomware is declining rapidly.
In fact, according to Microsoft,
ransomware rates declined about
60 percent between March 2017
and December 2018. Microsoft
notes that hackers are choosing to
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Q: Why is it necessary to vote?
A: As a mutual insurance carrier,
MICA is owned by our policyholders.
We operate solely in the interest
of our policyholders. We are
answerable to our policyholders.
Our board is chosen by, and
answerable to, our policyholders.
MICA considers the vote of its
members to be so important that
it is the only mutual carrier
domiciled in Arizona that has
chosen to require a vote from
more than 50% of its policyholders
to establish a quorum and to
conduct business.

Know Your e-Med Protection
Endorsement
Breach Event Costs
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Q: What does my vote do?
A: The MICA proxy vote, held in
the first quarter of each year, is
your opportunity to say, “good
job” or “change course” by
submitting your selections for
those who are nominated to serve
on the MICA Board of Trustees.
That is when a third of the board
members are elected to serve for
a three-year term.
Q: I don’t know the nominees.
How can I get more information
about them?
A: The proxy packet that is mailed
to policyholders at the end of
January includes biographies for all
the individuals who are nominated
for the MICA Board of Trustees.
Biographies are also available to
view for online voters by clicking on
the individual nominee’s name to
expand the selection and show
the information.
Q: What is the role of the Board
Members?
A: The board is responsible for
the overall operations of MICA.
For many, many years the board
has maintained the company’s
sound financial footing, declared
dividends when warranted*,
declared multiple rate decreases,
provided more easily accessible
high-quality risk management
programs and tools, improved
operational efficiency, and
provided consistent, effective
and personal claims management.
All that plus personal service.
Thank you as always for your
continued support of MICA. ’
*Dividends declared for a policy year reflect the Company’s
financial performance. Past performance does not guarantee
future dividends.

Privacy breaches
can give rise to
both lawsuits
and regulatory
proceedings.
The MICA e-Med Protection
endorsement, which is attached
to your MICA Medical
Professional Liability Reporting
Policy, provides you with
coverage for these Cyber Liability
“third-party” claims.
But, the e-Med Protection
endorsement also provides you
with coverage for various types of
Cyber Liability “first-party”
claims, including “Breach Event
Costs”, even in the absence of a
lawsuit or regulatory proceeding.
If you discover a privacy
breach in your practice, then you
can trigger the Breach Event Costs
insuring agreement under your eMed Protection endorsement by
reporting the breach to MICA.
by John Serituk,
MICA Product
Development
Coordinator

Breach Event Costs coverage
includes:
• Privacy breach response costs
• Notification expenses
• Breach support and credit
monitoring expenses
“Privacy breach response costs”
include the costs to retain a
qualified IT forensics firm or
computer security expert to

investigate and identify the
source and scope of a privacy
breach, the legal fees that you
incur to draft a notification letter
to be sent to parties affected by
the privacy breach, and overtime
salaries of non-exempt employees
assigned to handle inquiries from
parties affected by a privacy
breach.
“Notification expenses” include
printing costs, mailing and
postage expenses, and the cost
to engage a third party to mail
notification letters and to prepare
substitute or website notices.
And “breach support and
credit monitoring expenses”
include the costs to set up a call
center and to provide credit
monitoring services, identity theft
assistance services, and credit
and identity repair and restoration
services.
MICA’s e-Med Protection
endorsement provides you with
Cyber Liability limits of $100,000
per claim/$100,000 aggregate
and Medefense limits of
$25,000 per claim/$25,000
aggregate at no additional
premium. Higher limits are
available subject to Underwriting
approval. ’
Disclaimer: This is for informational purposes only and is not
indicative of endorsement language. Please request a
specimen endorsement for specific coverage details.

Mark Your Calendar:
Friday, May 24 – MICA office closes at 3:00 pm
Monday, May 27 – MICA office is closed for the Memorial Day holiday
Tuesday, July 3 – MICA office closes at 3:00 pm
Wednesday, July 4 – MICA office is closed for the Independence Day holiday
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MICA Report is published by MICA, a mutual insurance
company founded in 1976 offering medical
professional liability insurance to physicians and their
groups, health care professionals and medical
facilities.
MICA utilizes its resources to ensure availability of
coverage, responsible pricing and in turn, the ability of
MICA policyholders to provide medical care in the
Southwest.
Please let us know what you think; it is very
important to us. You can email any comments about
this particular MICA Report, how MICA is doing, or
how MICA can improve, to ceo@mica-insurance.com.
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